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1. Obwue nonoxcenun

Hacrosmee ITonmoxenue ONpEeZeNIeT TpeOOBaHMS IO OOECHEYEHUIO 6e30IMaCHOCTH
aBTOMATH3UPOBAHHON WH(MOPMALMOHHOM CHCTEMBI (naiee - AUC) YOY OO «JIBPLIOT»
(manee — Onepatop).

AUC npencrasnser co6oit IT-cucremy, npenHasHaseHHyIo 111 aBTOMATHAAIHH IIPOLIECCOB

dopmupoBanus, 06paGotkm M amanmsa MHbOpMAalKKM 110 OCHOBHBIM HAIpPABICHUIM
aesrensHocTH Onepatopa.

OCHOBHBIME ()yHKIHOHATEHBIME BOIMOKHOCTSIME AVC Omnepatopa sBisrOTCS:

® (dopMupOBaHKE, XPAHEHHE W OGHOBIICHHE CBEJICHUH O CTPYKType y4eGHBIX Ioapa3aelicHuit
Omneparopa;

* (opmmpoBanye, XpaHCHHE W OGHOBIICHHE CBEJICHHH O IIPENOJaBaTEILCKOM COCTaBE U
COTPYAHUKAX YIeOHBIX mopasnenenuit Omeparopa;

° (opmuposanue, XpaHeHe W OGHOBJNEHHE CBEICHUN 0 UHJMBUIYalbHBIX TUTaHAX pabOTHI
IPENI0aBaTeNbCKOTO COCTABA, '

* (QopmmpoBanue, XpaHeHHe U  OGHOBJICHIE CBeieHUt 00 yueOHOM  (yueGHO-
IPOH3BOJICTBEHHOM) ITaHe Orneparopa;

* (QopmmpoBanme, XpaHeHme U  OGHOBJICHHE CBeICHHH 00 y4eOHOM Harpyske
IIPENoIaBaTeNIbCKOr0 COCTABA,

* (opmMuposanue, XpaHeHHe U OOHOBJICHUE CBEICHHUI O HAy4YHOH M y4eOHO-METOAMYECKOM
IPOAYKIMH (METOAMYECKHE PEKOMEH/IAIIAH, y4eOHBIe 10cO0HsT, MOHOTpaduu, IyOJIMKAaIIH )
IPENOIaBaTENbCKOrO COCTARA,

* (QopmmpoBanwe, XpaHCHHE W OGHOBIIECHHE CBEIICHUN 00 OOydarolmuXcs, IPOXOMSLIUX
oby4enue y Oneparopa;

® (opMHpOBaHWe, XpaHEHHE H OGHOBJICHEE CBEICHHH O pe3ynbTaTax y4eOHOTO IIporecca
(uTorH TecTHpOBaHMSI, 9K3aMEHOB);

® aHanmutHieckas o0paGoTka WHQOpMAIUH O IPOBEACHNM Y4eOHOIrO TMpolrecca Kak 3a
OTHYETHBIH [IEPHOJI, Tak M O TEKYILEH NeaTelbHOCTH y4eOHBIX Tozipa3erenuii Oneparopa.

B xauecTBe undopmarmmu, nonnexame# samure 8 AUC Oneparopa, paccMaTpuBaroTes:

® [CPCOHAIBHBIC [aHHBIE IPENOaBATENLCKOTO COCTABA U COTPYAHHUKOB  y4eOHBIX
NoApa3IeNeHHI;

¢ TICpCOHANBHBIC NaHHbIE O6YYAIOIMXCS, TIPOXOAAIIUX 1 IPOIIEAIINX O0yUEHHE;

HEPCOHANBHBIE TaHHbIE 8JIMAHUCTPATABHO-XO03SHCTBEHHEIX IO ZIpa3IeIICHHIA.

IIpu obecnieuenun GesomacHocTw IICPCOHATIBHBIX JAHHBIX B  HMH(DOPMAIMOHHOM CHCTEMeE
Oneparop pykosoncreyeres CIICIYYOIIMM: BEIOOp CPEJICTB 3aIUUTHl MH(GOPMALMH /TS CHCTEMEI
SallMTEl  IIE€PCOHANBHBIX JIAHHBIX; ONpEIe/ICHHE THIIA yrpo3 0O€30IaCHOCTH MepCOHANBHBIX
ABHHBIX, aKTyalbHBIX 1Sl HH(POPMAIMOHHOM CHCTEMEL, YCTaHOBIIEHHE U O00ECIIeUCHHE yPOBHS
SAIUIICHHOCTH NEPCOHANBHBIX B MH(MOPMAIEOHHON CHCTeMe npousBogutcs OmneparopoMm B
COOTBETCTBHM ¢ TpeOoBaHWAMH K 3ammTe IICPCOHANBHBIX JNaHHBIX IPH HX 00paboTke B

HHQOPMAIIHOHHEIX ~CHCTeMax LICPCOHANIBHBIX  AHHBIX, YTBEPKASHHBIX MOCTAHOBIICHHEM
IIpaBurenscra PO ot 1 HOs16pst 2012 1. N 1119.

OcCHOBHEIME  Tpymnamu YIPO3, Ha NPOTHBOCTOSHUE KOTOPHIM HANpABICHBI LETH U
TpeOOBaHus GE30TACHOCTH, SIBIITIOTCS:

® YTPO3BIL, CBS3aHHBIE C OCYLIECTBIICHHEM HECaHKIMOHUPOBAHHOIO I0CTYIA (0O3HAKOMIICHHS)
¢ uHpOpManueil, comepxameii CBEIICHHA O IEPCOHANBHBIX [MAaHHBIX pPaGOTHHKOB M

00yJaromuxcs, IpH ee 00paboTKe U XpaHEeHHH;

YTPO3EL, CBSI3AHHBIC ¢ HECAHKIMOHMPOBAHHBIM KOIIMPOBaHHEM (XUIIEHHEM) HH(OpPMAIiH,

COZCPIKAIIEH CBENECHHS O IIEPCOHANBHBIX TAHHEIX PabOTHUKOB M 06y YaIOIIHXCS;

® YTPO3BI, CBSI3aHHBIE C OCYLIECTBICHHEM I0CTyNa K MHM)OPMALINH, COepIKaIIEH CBEISHUS O
TICPCOHANLHBIX TAHHBIX PAGOTHHKOB U 06y4arommxcs, 6e3 pa3peleHus Ha TO ee Biaebla
(cybBexTa mepcoHanbHEIX JIAaHHBIX );
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® YIPO3bI, CBA3aHHBIE C HapyLIEHHEM IIOPSIKA JlocTyna K MHQOpMaNUH, comepiKariei
CBCACHHA O NEPCOHANBHBIX MNAHHBIX pPaGOTHHKOB M 00y4aloImuXcsl, HepenaBaeMoit
3aMHTEPECOBAHHEIM JINLAM;

® YTPO3EL, CBA3AHHBIC C NIEPEXBATOM HH(OPMALIHH, COJIEpXKALCH CBEIEHUS O MEPCOHATBHBIX
ABHHBIX PabOTHHKOB M 0GYYAIOMMXCS, M3 KAHAJIOB [epeslayn NaHHBIX C HCIOJIB30BAHHEM
CHCIHMATM3UPOBAHHEIX IPOrPAMMHO-TEXHHYECKHX CPEICTB;

® YIPO3blL, CBA3aHHBIE C IIOTeped (yTparoii) uH(opManuK, comepKameil CBeIEHHS O
[ICPCOHANIBHBIX JIAHHBIX DPaOOTHHKOB M O06Ydarommxcs, BCIIE/ICTBHE COOEB (OTKA30B)
IIPOrPaMMHOTO U allapaTHOrO 00eCIeYeHHUS;

® YTPO3BIL, CBS3HHEIC C BHEAPCHHEM KOMITBIOTEPHBIX BHPYCOB M JPYIOr0 BPEJOHOCHOTO
IPOTPaMMHOTO 00GECIICUESHHSI;

® YIPO3bl, CBS3aHHBIE C OCYILIECTBIEHHEM HECAHKIIMOHUPOBAHHBIX HMH(POPMAIOHHbIX
BO3/ICUCTBHH (HaIlPaBIeHHBIX HA «OTKa3 B 00CIly)KMBaHMM» IS CEPBHCOB, MOAUDHKAIIHIO
KOHOGUTYPaIMOHHbIX JTAHHBIX IPOrpaMMHO-aIIapaTHBIX CPEJICTB, nonbop
ayTeHTU)HUKAIMOHHON HOPMALHY U T.IL.).

DyHKIMOHANBHEIE TPeGOBAHHUS GE30IIACHOCTH OXBAaTHIBAIOT:

TPeOOBaHUS K OCYIIECTBIIEHHIO aynuTa 0€30IacHOCTH;
TpeOOBaHUS K 00ECIEUCHHIO T10UIHHHOCTH CyObeKTOB 00MeHa HH(pOopMarmei;
TpeboBaHus K KpUITOrpaduueckoit HOJIEPIKKE;

TPeOOBaHMs K 3aluTe MH(OPMAIHH, CozepiKaIleil CBENEHUs O NEPCOHANBHBIX NaHHBIX
PaGOTHUKOB U 06yyaroImIXCs;

TPeOOBAHMS K UIEHTHDHKAIMY I ayTeHTH(HKAIMK 1ToNs30BaTereit AUC;
® TpebGOBaHUS K YIIPaBICHUIO 0€301aCHOCTEIO;
® TpeOGOBaHHUs K 3aLIATE CHCTEMBI 6E30MaCHOCTH.

2. OcHosHble PyHKYUOHANBHBIE 803MONCHOCHILL AHC, ceazannsvie
¢ obecneyenuem bezonacnocmu (3awumoii ungpopmayuu)

2.1. 3amuTa NAHHBIX N0IbL30BATEIs

AUC nomxkHa ocyrmecTsasTs (yHKIME B TONMTUKY W3GHpaTENHHOrO (IMCKPEIHOHHOTO)
YHUPABICHUS. I0CTYyNOM. M3GuparensHoe  ympasnenue AOCTYIIOM JIOJDKHO IIPEHOCTABIIATH
BOSMOXHOCTb  OTPaHHYMBATE M KOHTPOIHPOBATEH AOCTYll K CHCTeM€ M K HH(OpManuw,
COZCPXKAIIEH CBENEHHUS O IEPCOHATBHBIX JAHHEBIX.

Kaxnsrit [Tone3oBaTens, IBITAIOINUACS IIOJYYHUTh Joctyn x AWUC, cHavyanma momkeH
IIPOXOMUTE TPOLEAYPY HICHTH(PUKAINK U ayTeHTH(UKAIMK, a 3aTeM, IIPH  TOIIBITKAX

IIOJIYyYCHUS HOCTyIla K aKTUBaM, — ABTOpH3AlHIO, T.C. IIPOBEPKY pa3pemeHI/H71 ITonw3oBarens 110
OTHOLIEHUIO K KaKOMy-J'II/IGO 3alluIIaeMoMy aKTHBY.

B AUC AOCTYN X MHGOPMALMHU JIOJDKEH ObITH Pa3pelieH TOIBKO YIOJIHOMOYEHHLIM HA 5TO
ITonp3oBaresam. Mognens 3amursr AVC AOJDKHA BKIIFOYATh KOMIIOHEHTHI, KOTODBIE peanu3yior

KOHTPONb CyOBEKTOB JOCTyNa, AEHCTBHI, NPEAIPUHAMAEMBIX KOHKPETHOW CYIIHOCTBIO IO
OTHOUICHHIO K OOBEKTY J0CTYIIA.

Kaxnaeii  o6wext A0CTyna, mpexncraBieHHsli B AUC, nomxeH OBITE OJHO3HAYHO
acCoIMUpOBAaH ¢  HAbOpoM  aTpuGyToB 0e30macHOCTH, ONpeneIONMX  6e30maCHOCTE
3alllMINaeMoro oowexra. JlaHHEBIH Habop aTpuUOyTOB IOKEH dopmupoBarses npu cozmanum
00BEKTa U BIIOCIICACTBUM MOKET MCHATBCS. 3MeHenue nx 3Ha9eHmi JODKHO GBITH 06eCIeYerHo

TonbKo Ilome3oBarensam, mmerommm CTaryc Biajienpia oObekTa, a TaKKe CyGheKTam, KOTOPBIM
HPENOCTABIIEHBI COOTBETCTBYIOMIHE ITOTHOMOYMSL

HpaBa A0CTyna CY6’LeKTOB K O6’LCKTy HOJDKHBI  OIIPENEISITHCS IIOCPEICTBOM CIIMCKAa
YIpaBieHHus AocrynoM. Crucok yapaBiicHuS AOCTYIIOM JOJDKEH BKJIIOYATH II€PEYCHb

TIONE30BATENEH, KOTOPBIM pasperien JOCTYIl K OOBEKTY, a TaKke HabOp IONMYCTHMBIX Ha
00BEKTOM e CTRHIA.




2.2. Ayaur cobbiTuii GezonacHocTn

AUC nomxna obecreunpars Ha0Op CPEeICTB ayauTa, IpeaHa3HAYSHHbIX IS MOHHUTOPHHTA
1 OOHApYXEeHUs HeKeNaTellbHbIX YCIIOBHH, KOTOpBIE MOI'YT BO3HHKHYTh, a TAK)XE COGBITHIA,
KOTOPLIE MOTYT NIPOU3OHTH B CHCTeMe. MOHMTOPHHT OTHOCSIIEXCS K GE30IACHOCTH COBITHI
AOIDKCH ITO3BOJIATL OOHAPYXMBATh HApyIIHTeTell GE30MaCHOCTH, a TAKKe BBISBISTH IIOIIBITKH
HECCaHKIIMOHMPOBAHHOTO JocTynma k AUC wm AOCTyNa K 3allumaeMod wuH(opMarmy.
B wactHOCTH, Onpenesis TIOJIMTHKY aynuTa, yHOJIHOMOYCHHBIH agMuHucTparop AUC momken
MMETb  BOSMOXHOCTh ~ OCYWIECTBIATH  ay[UT TOINBKO HEOOXOZMMBIX THIIOB COOBITHI
0e30macHOCTH, TakuX Kak HEyHAYHBIE [IOMBITKH IOJKIIOUeHHs IToJib30Bareneit k AVC. 3anuch
PE3YJIbTATOB ay/iuTa COOBITHH 6€30IIaCHOCTH MOMKHA OCYIIECTRIATHCS B JKYPHAJIBI PETHCTPALHH
COObITHH aymuTa, mOCTYH K KOTOPOMY HOJIKEH OBITh PaspemieH TOJIBKO YIOIHOMOYEHHOMY
anmuaucTparopy  AUC. IIpocmorp  sxypHamos perucTpanuu CcoObITHH ayaura IOIDKEH
BBIIOJIHACTCS € HCHONb30BaHMeM cpenctB AVWC (CHeMaNTU3MPOBAHHBIX MHCTPYMEHTATBHEIX
cpencrs). JlaHHBIE CpeicTBA  MOJIKHEI IPENOCTaBIATE BO3MOXHOCTh MOHHMTOPHHTA W
PETUCTpAIiK TONBKO TeX COOBITHH ayuTa, KOTOPHIE YIOBIETBOPSIOT 3 [aHHEIM KPUTEPHSIM, YTO
TIO3BOJINT OTPAHUYHUTE 00BEM NAHHBIX, COOMPAEMBIX O COOBITHSIX GE30MaCHOCTIL

2.3. Unentuduxanus u ayTeHTUUKAMSA

AUC nomxua Tpe6oBath, 4To6HI Bee CYOBEKTHI JOCTYIIa YHUKAIBHO UJIEHTU(DHAIIUPOBAIUCE
1 ayTeHTHGUIMpPOBaNKCh mpy goctymne k AUC ¢ TIOMOIIIBIO BBOZIA MIEHTH(HUKATOPA U HAPOJISL.
Wnentudukanus u ayTCHTU(HMKAIHS JOJDKHBI OCYIIECTBIIATHCS 1O BBIMOIHEHHS CyObeKTOM
AOCTyna  Kxakux-nmubo  gmeiicteuii. AWC  momkHa NOJIEPXKUBATE  ayTEHTU(DHUKALHIO
Ilomp3oBareneift BMecte ¢ mx aBropmsaimedt. IIpenycmarpuBaercs, 49To aBTOpH3AIHS
Honb3oBateneii mpexcTasiser HauambHbI YPOBEHB Ul Pa3peIleHHUs! HOCTYIA K JOKATBHBEIM H
CETEBBIM pecypcam. .

AUC nmomxna obecreunBath XpaHCHHE maponed B mpeoOpasoBaHHOM (opmare. AUC
AOJDKHA TIPENOCTABIATh CPENCTBA YCHIICHHS O€30IaCHOCTH IIapoJicl Yepe3 HUCIOIb30BaHUE
MEXaHU3MOB,  IO3BOJIIONIAX  ONPENCIIHTE MHHUMAIBHYIO  JUIMHY, BpeMs JeHcTBUS
(MHHHMAaIIEHOE U MaKCHMallbHOe), 3a/aTh TPeOOBAHME YHUKAIBLHOCTH (HEIIOBTOPAEMOCTH) |
BPEMsI CMEHBI TapoJIs.

AVC pmomkHa NpemoCTaBiAT: MeXaHH3M OJMOKHMPOBAHMS YYETHOH 3aIHCH MONB30BATEIS
TIOCIIE ONPENENECHHOTO KOJIMYEeCTBA MHOIBITOK BBOJA HETPAaBUIIBHOTO MMEHH W/HIM TapoIis

OIIb30BATEI /10 €€ Pa3bIOKAPOBAHUS aaMuHuCcTparopoM AWC wnm mo mcredyeHun BpEMEHH
JEUCTBUSL, 3aJaHHOTO IS CUSTIHKA OJIOKHPOBKH.

2.4. 3ammTa cuCTeMBI 0e3omacHoCTH

AUC momkHa mpemocraBisTh PAIl BO3MOXHOCTEH Ui OOeCIIeUeHHs: 3aIldThl CHCTEMBI
Oesonacrocrs. Vsonsmus mpomeccor NOJICPXKAHUSI JIOMEHa Oe30I1aCHOCTH  IOJIKHEI
00eCIIeYnBATE GE30MACHOE BRIMOJHEHNE $byHKIWMI cucTemsl GesonacHocT AVIC. Bo3MOXHOCTE
OCYINECTBIICHUS NIEPHOAUYECKOTO TECTHPOBAHHS CPE/IBI $yuxumonnpoanust AUIC (anmaparsoit
YacTH) U COOCTBEHHO CaMMX bysxumit cucrembr 6esonactocts AUC mOIBKHO obecrieunBaTh
TONNCPKAHAC  YBEPCHHOCTH —ammubucTpaTopa AWC B LENOCTHOCTH u KOPPEKTHOCTH
DYHKIMOHUPOBAHMS (BYHKIHH CHCTEMET 6e3omacHocTH.

3. Ocnognvie pynxyuonanshvie 603moncnocmu ROGbLIMEHUA HAOeIHCHOCMU

AUC nomxua obecrieunpars HaJICIKHYIO 3aIUTY AaHHBIX OT HENPeIBUACHHBIX COOEB MM
OTKA30B CHCTEMDbI, 06CCIIETMBAsT CIIE/IYTONIHE BO3MOKHOCTE 110 IIOBBIICHHMIO HAJIE)KHOCTH.

3.1. PezepBHoe KONHpOBaHHe JaHHBIX

B AUC nomxusr BXOIIUTh CTaHIApTHEHIC CPEICTBA IPCTOTBPAICHHS IIOTEPH JAHHBIX U HX
BOCCTaHOBJICHHS B CITy4Yae BO3MOKHBIX CHOEB. Hmeromuecs cpencrra PE3EPBHOrO KOMMPOBAHHUS
AOJDKHBL - TIPEJIOCTABIATE  IIoNB30BaTEIAM  BO3MOMKHOCTE BBIOOpa pA3IMYHBIX  CTpaTeruii
PE3EPBHOTO KOMHPOBaHHUS, 06ECIEYHBAIOIIIK HeOOXOMUMBIA YPOBEHD 3aIHTHl JAHHEIX B CiIy4ae
BO3HUKHOBeHUs c60eB B paboTe CHCTEeMBI, 1Ip1 5ToM [lonb3oBaTensiM oMKHA IPEAOCTABIATECS




BO3MOXXHOCTE  BBIITOJIHEHUSI PE3EPBHOTO KOIIMPOBAHUS JAHHBIX HA HECHEMHBLIE U ChEMHBIE
YCTPOMCTBA XpaHEHHUS.

3.2. BoccranoBienue cueTeMbI

QyHKIHOHANEHBIE  BO3MOKHOCTH BOCCTaHOBJICHHS CHCTEMBI JOJDKHBI  IIO3BOJISITE
Bo3Bpamath AHMC B cocrosume, npenmecrsyiomiee c6oro. Ilpu stom B AUC He momkHO
HPOUCXOUT TOTEPHU (IMOO TOTEPH TOMIKHEI OBITH MUHHMMAaJIbHbI) ¥ HCKAXECHUS TAHHEIX.

3.3. CpencrBa AIMUHHCTPHPOBAHUS, YNPABJICHHS U NOATEPIKKA

B cocraB AVIC 10imKHBI 6BITH MHTETPUPOBAHEI I'PAUIECKUE CPELCTBA AIMHHACTPUPOBAHHS
W/MIIH  yTUIATE KOMAHHOMN CTpokH, obecmeunBaronne 3QPeKTHBHOE MOJIHOMACIITAGHOE I
rubKoe yIpasiieHue (B TOM duciie MOHHUTOPHHT).

4. Cpeoa 6e3onacnocmu AUC
4.1. Mopesn yrpos, XapakrepHsbie qiaa AUC

4.1.1. Ocymecrrienue HECaHKIIMOHUPOBAHHOIO  O3HAKOMIJIEHHS C MEPCOHAIHHBIMH
AQHHBIMH PabOTHHKOB U 06YJaIONHXCS.

MCTOYHHKH yrpo3bl — BHEMIH 3JIOYMBIIIJICHHHUK.

Cuoco6 (meronm) peanmsamum Yrposel — nepexBar HHGOPMAIMK U3 KaHAOB Iepeaaun
AQHHBIX C MCIIOJB30BaHMEM CIEIHAN3NPOBAHHEIX IPOrPAMMHO-TEXHAYECKHUX CPEJICTB.

Hcnonbiyembie ys3BHMOCTH —  BOZMOXHEL HEJOCTAaTKA MEXaHH3MOB  3alllHUTHI
MHQOPMAITHI IIpH ee Iepenayue Mo KaHaiam TIepelaul JaHHBIX, CBS3aHHBIE C BO3MOIHOCTBIO
HECAHKIHOHUPOBAHHOT'O O3HAKOMIICHHS C TIepeaBacMoii UHpOpPMAIMEH TPETHUX JIHII.

Bun undopmanun, norenmmansmno MOABEPKCHHON Yrpo3e — II€PCOHANBHBIC IaHHbBIC
PabOTHHKOB M 06yJaroIuxcs.

Hapymaemoe cBoiicTBo GesomacHocru — KOH(HICHIMAILHOCTE.

Bo3mo:kabie mocaencTeus pean3aliud  yrposbl — HAHECEHHS MODAIBHOTO W/HIIH
MATCPUATBHOTO yIepba Juiy, GurypupyromeMy B IepexBadeHHOlM uHpopmanun. Hanecenue
KOCBEHHOTO MaTepHaIbHOro yiepGa 00pa3oBaTENEHOMY YUPEKICHHUIO.

4.1.2.  Ocymecrsnenne HCCaHKIHOHMPOBAHHOTO ~ O3HAKOMIIEHHS C II€PCOHANBHBIME
AAHHBIMU PaOOTHUKOB U 00YYAIOIMXCS U HX Mo dUKaIMS (B TOM YHCIIE IIOJMEHA).

Hcrounuku yrpossr — Bremmmmii 3JIOYMBIIIIEHHUK.

Criocob (veron) peanmmsamun Yrpo3bl — rnepexsar MHQOpPMAIMK U3 KaHANOB Iepeiadn
AGHHBIX  C  HCTIONB30BAHMEM  CHENUATH3MPOBAHHBIX IPOrPAMMHO-TEXHUYECKUX  CPENCTB;
MoauduKanus (B TOM 4mcie I0/IMEHa) NepeXBadeHHON MH(MOPMALHA ¥ HABA3BIBAHHE JIOWKHOM
“HpOpMaNUY.

Hcnonb3yemble yszsamocru — HEJIOCTAaTKH MEXaHM3MOB 3alMTHl HHGOPMALUU IIPH ee
TICpe/ate 10 KaHanaM NepeNayl JAHHBIX, CBS3aHHBIE ¢ BOIMOKHOCTEIO HECaHKIIMOHUPOBAHHOTO
O3HaKOMJICHUS U MOJM(UKAITHH (B TOM UmCiIe IIOZIMEHBI) [IepelaBaeMoil MH(pOpMaIHH.

Bun undopmannn, noremmmansmo NOABEPKEHHON yrpo3e — IepCOHATBHBIE JAHHEIC
PaGOTHHKOB u 06ygarommxcs.

Hapymaemsie cpoiicTBa 6ezomacnoctu — KOH(UICHIMATLHOCTS, I1eJI0CTHOCTD.

Bosmoskubie mocsencTBus pealn3aluu  yrpo3el — HAHECEHHS MOPATBHOTO W/HIH
MaTepuanbHOro ymepba nmiy, burypupyromemy B mepexsayeHHOM uHopmarMu u3-3a
HCCAHKIMOHUPOBAHHOTO PACKPHITHS KOH(GHUACHIHATHHON MH(OPMAIMH UM PacIpoCTpaHEHHs
PaCKpBITBIX NaHHBIX. HaHeceHWe KOCBeHHOrO MarepHanbHoro ymepba o6pasoBaTenbHOMY
YUPEXACHHUIO.

4.1.3. Hapymrenne AOCTYIIHOCTH, yTpaTa WK HCKaXXEHHUE MPETOCTaBIIIEMBIX MIEPCOHABHBIX
AQHHBIX PabOTHHKOB W  06GYYaIOMIHXCS BCIENCTBHE COOEB (OTKA30B) MPOrpaMMHOTO 1
alIapaTHoro obecreyeHus.

Hcrounuku yrposnr — [IPOrpaMMHOE U alapaTHoe oOecleueHue.

Crocob (meron) peanmanun Yrpo3bl — c6ou (OTKa3k) MPOrpaMMHOTO H aIapaTHoOro
obecneuenmus.




Hcnoib3yempbie ysiBBEMOCTH — HENOCTATKM MEXAHH3MOB O06ECIIEUEHHS JOCTYIHOCTH
TpeOyeMod HMH(OpMAIMM, CBS3aHHBIE C BO3MOXHOCTHIO OJOKMPOBAHHS IPELOCTABIEHUS
MH(BOPMAIMH Ha HEIOMYCTHMOE BPEMSL.

Bun undopmanum, moreHuManbHO TOABEPIKEHHOM yrpo3e — IEpPCOHAILHBIE IAHHBIE
pPabOTHHUKOB 1 00Y4aeMBbIX.

Hapymaemoe cBoiicTBO 6e3011aCHOCTH — JIOCTYITHOCTb, JOCTOBEPHOCTS.

Bo3MOXXHbIE TOCHEACTBHMS  peaNM3amdM yrposbl — HapylleHHE CO CTOPOHEI
00pasoBaTeIbHOTO YUPEHKIECHHS BISTHIX Ha ce0s 0053aTelBCTB 110 00paboTKe MepcoHaBHBIX
J@HHBIX PAOOTHUKOB M O6YYAIOIUXCS M MOXKET NPHBECTH K IPAMOMY HIIM KOCBEHHOMY
MaTepuanbHOMY yiiepOy 06pa3oBaTeIbHOMY YUPEKIEHHIO.

4.1.4. Hapymenue COIIacOBaHHOCTH NAHHBIX B MEPCOHANBHBIX JAHHBIX PabOTHHUKOB M
00y4aromuxcst BCIENCTBHE c60eB (OTKA30B) MPOTPAMMHOTO H AMIapaTHOro OGeCHeuYeHHs, a
TaKKe OIMOOK IepCoHaa 00Pa30BaTENHHOTO YUPEKICHNUSL.

Hcrouynmkm yrpossl — mnporpaMMHOE ¥ ammapaTHOEe oOecredeHHe, IIepCcoHa
00pa30BaTEIBHOTO YUPEXKICHHS.

Croco6 (meton) peanmsanum yrpossl — c6ou (OTKa3EI) IPOrPaMMHOTO 0OECIICYeHHs H
OIIUOKH TIEpCOHANA 06Pa30BaTENBHOTO YUPEKACHHUSL.

Hcnoansyemble ysS3BEMOCTH — HEOCTATKM MEXAHM3MOB OOECIICUCHUS COTIACOBAHHOCTH
nanHbIX B B/l AUIC, cBA3aHHEIC ¢ BO3MOKHOCTEIO HAPYIIEHHS COIIACOBAHHOCTH.

Bux undopmanuu, noreHnmanbHo mofBepIeHHOM Yrposze — IIEPCOHANBHBIE JAHHBIE
PabOTHUKOB M 00YYAOIIHIXCSL.

Hapymaembie cBoiicTBa Ge30nacHOCTH AKTHBOB — JIOCTOBEPHOCTD, LIEIOCTHOCTD.

Bo3MoKHbIE MOCTENCTBHS PeaqM3alMM yIPo3bl — PACCOrNACOBAHME B EPCOHATBHBIX
JIAHHBIX PabOTHHKOB U 00yuaeMbIx, XpaHuMbIX B BJ[ AVIC, uto, B CBOIO o4epelb, MIPUBEIIET K
BO3MOXXHOMY HAHECCHMS MOPAIBHOTO W/MIIM MaTepHallbHOro yiepba o6pasoBaTeIbHOMY
YUPEKICHHIO.

4.1.5.  OcymectBienne mocTyma (03HAKOMIICHHS) C [IEPCOHAIBHBIMA  JTAHHBEIMHU
oOydalommerocs, XpaHUMBIME U o6pabaTbiBaecMbiMd B AUC, 6e3 cormacus cyOBeKTa
IICPCOHATBHBIX NAHHBIX UJIM OKOHYAHUS CPOKa AEHCTBHS TAKOTO COTJIACHSL.

Hcro4HuKm yrposel — ymonHOMOYEGHHBIE HA JOCTYI K [EPCOHANBHBIM JaHHBIM
BHYTPEHHHUE ¥ BHEIITHHUE ITOJIL30BATETH.

Crioco6 (meroa) peanusammm yrpo3sl — OCYILICCTBIEHHE JOCTyla K IE€PCOHATLHBIM
JIAHHBIM 00YYarOIMXCsl ¢ MCIOIb30BAHMEM IITATHEIX CPEJICTB, IPEIOCTABISIEMBIX IIPOrpaMMHO-
anmapaTtHeM oOecrieuenrem AUC.

Hcnosm3yemble yA3BEMOCTH — HEIOCTATKE MEXAHU3MOB 3aIUTHI IIEPCOHATBHBIX JTAHHBIX
00y4aloIerocsi, CBA3aHHBIC C BO3MOXHOCTBIO JOCTYIIAa K HUM 0e3 IHCBMEHHOTO COIVIACHS
CyObeKTa IIEPCOHAIBHBIX JAHHBIX WM TTOCIE OKOHUAHHIS CPOKa €ro JIeUCTBHS.

Bup madopmanun, norenumanbuo moxBepiKeHHON yrpose — IepcOHalIbHBIC JaHHBIE
oOyJarommxcsi.

Hapymaemsie cBoiicTBa Ge3omacHocTH — KOH(HUICHIIHAILHOCTD.

Bo3MoxnbIe mocaexcTBHS peanuzanyun yrpo3s — HECAHKIMOHUPOBAHHOE O3HAKOMIICHHE
¢ MCPCOHATLHEIMU NAHHBIMU BEJIET K HAHECEHHIO MOPANbHOTO H/WIM MaTepuambHOro yimepba
o0y4aromemycst H3-3a HECAHKITHOHMPOBAHHOTO PACKPBITHS KOHYHIEHIIMAIBHON HH(POPMAIIUHL.

4.1.6. Brenpenue B nH(OpMAIHOHHYIO cucreMy 00pa30BaTEIBHOTO YUPEKIEHHUS BUPYCOB U
APYTOro  BPEAOHOCHOIO NPOrPaMMHOIO OOECIeYeHHMs IPH B3AUMONENCTBHH ¢ BHELIHWMHE

CHCTEMaMH, a TaKXe IOJb30BATEIISIMH C HOCUTENEH I/IH(I)OpMaHI/II/I, HCIIONIB3YEMBIX Ha
ABTOMaTHU3UPOBAHHBIX pa60111/1x MeECTax.

MCTOYHMKH yrposbl — BHYTpeHHHE MNONB30BATENH W IIEPCoOHal  00pa30BaTEILHOIO
YUPEKICHUS, BHEIITHUE CUCTEMEL.

Cnocob (mMerox) peanusanun YIPo3bl — BHEIPEHHE BUPYCOB U APYroro BPEIOHOCHOTO
IIPOTPaMMHOr'0 0OECTIEYEHHS [IPU B3aUMO/ICHCTBHI ¢ BHEITHHUMHI CHCTEMAMH (paitoBerit 0OMeH,
SJICKTPOHHAS MOYTA U T.II.), & TAaKXKE IIPH MCIIOIb30BAHMH CHEMHBIX HOCHTEIICH uHpOPMAITMH Ha
4BTOMATHU3HPOBAHHBIX PAbOYHUX MECTaX.

Hcnoabsyembie yasBuMoOCTH — HefOCTATKEM MEXaHU3MOB 3alMTEl  MHGOPMAIIMOHHON
CHCTEMBI 00Pa3OBATENBbHOIO YUPEHJIEHHS OT BHEIPEHHS BHPYCOB M JIPyrOro BPEIOHOCHOIO
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IIPOrPaMMHOTO OOECTIEYEHHUS, CBS3aHHBIE C BO3MOYKHOCTBHIO BHEJIDEHMSI BHPYCOB H JPYrOro
BPEZIOHOCHOTO IIPOTrPaMMHOT0 00ECIIEYCHHSL.

Bun nndopmanuu, norenumansmo TOABEP:KEHHOM YIPo3e — IIPOrpaMMHOe OOecIieueHue
MH(OPMAITMOHHOM CHCTEMBI 06Pa30BATENHHOTO YUPEKICHHUSL.

Hapymaemoe cBolicTBo 6e30macHoCTH AKTHBOB — ICIOCTHOCTS,

Bosmoxkabie  mocaencreus  peanmsamum Yrpo3el —  HapylUIeHHE  PEXKHMOB
YHKIMOHMPOBAHA MHDOPMAIMOHHOK CHCTEMBI 00pa30BATENBHOTO YIPEIKAEHHS, TOTEPS
(YIpara) u mcKaxenwe MHGMOPMAIMH, CHEKCHHE YPOBHSI 3aIlIMIIEHHOCTH HH()OPMAIMOHHOMH
CHCTEMBI 00pa30BaTeNBHOIO yupexIeHus. Bemer x BO3MOXXHOMY MaTe€pHalIbHOMY yIepOy
00pa3oBaTENEHOMY YUPEIKICHHIO.

4.1.7.  OcymecTsienue HCCAaHKIMOHUPOBAHHBIX ~ MH()OPMAMOHHBIX  BO3IEHCTBHI
(MopuduKarms  KoHGHUTypanHOHHBIK AQHHBIX  [POrPaAMMHO-AIIAPATHBIX  CPEACTB, MOABOP
ayTeHTH()UKANMOHHON MHpOPMANHE H T.I.) Ha HH()OPMAIIMOHHYIO CHCTEMY OOPa30BaTENBHOIO
YIPCXICHUS, OCYIIECTBIISIEMbIX M3 BHEIITHUX CHCTEM.

M cTouHNKY Yyrpo3sl — BHEmHICE 3JIOYMBIIUIEHHUKH, BHEIIIHUE CHCTEMEL.

Crnoco6 (meropn) peainsanyMu  yrpo3sl — HECaHKIIMOHHPOBAaHHBIC uH(pOpPMaLMOHHBIE
BO3JEUCTBUS ¢  WCIOJIB3OBAHHEM CIICHHAIIM3UPOBAHHOIO  IIPOTrPaMMHO-AIIaPaTHOTO
obecrieyeHusI.

Ucnonniyemble ys3BumocTn — HEJIOCTATKH MEXaHU3MOB 3aIllUTHl HWHPOPMALEOHHOM
CHCTEMBI 00Pa30BaTENBHOTO YUPEKIEHHUS OT HECaHKIIMOHUPOBAHHBIX BHEIHUX BO3ACHCTBHII.

Bup mndopmanun, norennuanpuo NOABEPIKEHHOH yrpoze — IpOrpaMMHO-alapaTHOe
obecreueHne HHPOPMAIHOHHON CHCTEME 00pa30BaTENBHOTO YUPEIKICHHSI.

Hapymaemsie cBoiicTBa Ge3onacuocTn AKTHBOB — KOHQHUIEHIMAILHOCTh, MEJOCTHOCTb.

Bosmoxkubie  mociencrsus peaqusanMM  yrpo3bl —  HapyLIIEHHE  PEXKHMOB
GyHKIHOHUpOBaHUS HH(OPMAaIMOHHOM CHCTEMBI 00pa3oBaTENILHOIO YUPEKICHHS, CHUKEHHE
YPOBHS 3alIMIIEHHOCTH HHO)OPMAITHOHHOM CHCTEMBI 00pa3oBaTeIbHOIO yupexneHus. Bemer k
BO3MOXHOMY MaTepHaIbHOMY yiuepOy 00pa30BaTENBEHOMY YUPEKICHHUIO.

4.2. IMonurnka u uean 0esomacnocru s AUC

ANC nmomxaa obecnequTs CJICIOBaHKE IIPUBEJICHHBIM HIKE MPaBHIIaM 6€30TIaCHOCTH:

1. Jlomkua 6wITH oGecmeuena PETHCTpanus ¥ y4eT INOJydYeHHs (BKIOYAsl yKa3aHHE CPOKa
ACHCTBUS)  cornacus  oOyyaromerocs Ha 00pabOTKy TNpeNoOCTAaBICHHBIX UM B
00pa3oBaTelIbHOE YUPEIKTCHHE CBOUX IEPCOHANBHBIX JaHHBIX.

Homkra GBITE O6ecreuena BOBMOKHOCTE HaJIeXHOT0 XPaHEHHUS INEPCOHANBHBIX IAHHBIX
paGOTHHKOB W 06yuarommxcs (B TeueHme peiicTBHS Ccpoka TPyIOBOTO JOroBOpa M
pasperienns Ha 06paboTKy MepCOHANIBHBIX TAHHBIX COOTBETCTBEHHO).

3. JlomxHa 6BITH 06ecmeyeHa BO3MOXHOCTH Oe301acHOro Boccranosnenust AVC mocie c6oes i
OTKA30B IIPOTPAMMHOT0 0b€ecTieueH s ¥ 060y LOBAHHS.

4. JlomxHa GwITE 06ecmeuera 3aluTa HHGOPMAIUMHK, COCTABISIONIEH IePCOHANbHBIE aHHbE

PabOTHHKOB  u  obyuarommxcs, Ipn  ee  00paGoTke, XpaHGeHMM U  Tepenave
CHCHHATH3UPOBAHHBIMU CPEICTBAMHE 3aII[HUTEL

5. JloimxHO OBITE obecreueHo HaJIn4une HaJJIeXalnXx, 3aIUIIEHHBIX oT
HECaHKIINOHMPOBAHHOTO HCHOJIB30BAHMS, MEXAHH3MOB PETUCTPALMK U IPENYNPEKACHHS
aamunucTpaTopa AUC o mo6kix coGbITHSIX, OTHOCAIIHUXCS K 6e3omacHocT AUC.

Homxno ObITE oGecneueno Hammume HAJUIeKAINX ¥ KOPPEKTHO (hyHKIMOHUPYIOIIMX
CPeACTB aAMUHUCTPUPOBAHUS 6E30IACHOCTH MH(DOPMAITMOHHON CHCTEMB! 06Pa30BATEIEHOIO
YIPEXNCHNUSI, TOCTYIHBIX TONBKO YIOTHOMOYEHHEIM aIMUHHCTPATOPaM.




7.

I[OJDKHLI OBITE IIPEAOCTABIICHBL MEXaHU3MBI aYTeHTI/I(l)I/IKaI_[I/IH, o6ecneananmHe
aICKBAaTHYIO 3alIATY OT MPSAMOTO HIH YMBIIUICHHOTO HapyLICHUS 0€30IacHOCTH
HapyIruTeIsIMA C HU3KUM IIOTCHITMAJIOM HallaJICHUS.

JloKHBL GBITh OGECHCUCHEl MEXAHH3MBI TCHEPALMH, HA/UIEKANET0 M 3alUIICHHOIO
PaclIpe/IC/ICHHS, YHAYTOKEHHS KIIOUEeBON HHPOPMAITNH, a TAK)KEe MEXaHU3MBI IIH(pPOBAHNSL,
U HOPMHUPOBAHHS OIEKTPOHHON IH(POBOM moAmucH. JIAHHBIE MEXAHW3MBI JIODKHDL
(YHKLIMOHHPOBATE B COOTBETCTBHH C CEPTH(ULUPOBAHHBIME aIITOPUTMAaMH.

4.3. IlonuTHKA ¥ NeIH Ge30macHOCTH oISt cpennl pynknuonnpoBanus AUC

Cpena dbyskumonnposarus AVUC nomkHa obecnednTh CIICOBAHKE IIPUBEICHHBIM HIKE

IIpaBuIaM 6e3omacHocTH:

1.

,HOJ'[)KH& OBITE obecreyena WHXXCHCPHO-TCXHUUYECKas YKpCHHéHHOCTB 00BEKTOB pasMEIIcHusA

CHCTEMBI 00paGOTKH, XpaHeHHs M Iepeadd WHODOPMAIHH, COAEpIKAIEH CBENEHHS O
NIEPCOHANBHBIX JIAHHBIX.

OOBeKTHI pasMelIeHns cHucTeMBI 0GpabOTKH, XpaHeHHsT M Iepegadd WHpopMaiuu,

conepmameﬁ CBCICHUA O NMEPCOHAIBHBIX NAHHBIX, JOJIKHBLI OBITH 060py110BaHBI CUCTEMOM
OXpaHHOﬁ CUTHaJIN3aluu.

,Z[OJ'I)KH& OBITE HCKIIFOYECHA BO3MOXKXHOCTH HCCAaHKITMOHUPOBAHHOT' O (1)1/13.[/1‘1601(01“0 A0CTynla K
HpOFpaMMHO-aHHapaTHI)IM JJIEMCHTAM CHCTEMBI O6pa6OTKI/I, XpaneHuss W Iepemadyu

UHPOpPMAIIUH, COHepKallel CBEIEHHUS O IIEPCOHATIBHBIX JAHHBIX, CO CTOPOHBI MOCTOPOHHUX
JINIL.

Ha obbexrax cucremsr o6pabGoTkn, XpaHeHms u nepenaun “HGOPMALUK, COIepKaIe
CBCJICHHS O NCPCOHANBHBIX NaHHBIX, JOIDKHO OBITH OGECHeYeHO HAIMYHe M HaIekKalee
HUCIIOIb30BAHHC CPE/CTB aHTHBHUPYCHOHM 3aIUTHI, CePTU()HUUMPOBAHHEIX 110 TPeGOBAHMIM
6eszonacHocTH. JI0/mKHO GBITH 0GECEYeHO peryispHoe 0OOHOBIICHHE aHTUBHPYCHBIX 6a3.

OGBeKTEI CHCTeMBI 06paGOTKH, XpaHEHHS U nepenavd MHGOPMAaLUK, CoepKalIeli CBeIeH s
O IEPCOHATBHBIX TAaHHBIX, JO/DKHO OBITh MOAK/IIOUYEHEI K BHEITHUM BEIUMCIATEILHBIM CETIM
OOLIEr0  IMONB30BAHHS C  HCHMOMB30BAHHEM HaJUIe)KAIIX  CPEACTB  MEXKCETEROTO
SKpaHUPOBaHHS, CCPTUYHUIMPOBAHHBIX MO TPEGOBAHKSIM GE30IIACHOCTH.

Ha obbekrax cucremsr o6paGorku, XpaHEHUsI ¥ Iepenavyd HHPOPMALUH, COIep:KaLIei
CBE/ICHHUS O TICPCOHANBHBIX J@HHBIX, JOIDKHO OBITH OGECIEYEHO OTCYTCTBHE HEIITATHBIX

TIPOTPAMMHBIX  CPE/ICTB, HE HMEIOIWMX OTHONICGHHE K Ipoleccy (BYHKIMOHHPOBAHHUS
00pa30BaTEIHLHOTO YUPEIKICHHS.

JIoIKHBI OBITE O6GecIeueHs YCTaHOBKA, KOHQUIYPHPOBAHHE M YIpPABIEHHE IPOrPAMMHO-

annapatHeiMu cpencTsamu AVIC B cOOTBETCTBUHM ¢ PYKOBOJCTBAME ¥ COTVIACHO OLCHEHHEIM
KOH(MUTYpanusm.

Ilepcona, oTBeTcTBEHHbIH 32 anmMuHuCTpEpoBanre AWC, momked OBITH GlIaroHaneXHbIM

KOMIICTCHTHBIM, M PYKOBOACTBOBATBCS B CBOEH  JIESTEIbHOCTH COOTBETCTBYIONICH
JOKyMEHTAITHEH.

YmonHoMouenHEle Ha paboty ¢ AMC onepaTtopsl IOIKHEI GHITH OJaroHase)XHBIMH,
PYKOBOZICTBOBATECA B CBOEH paboTe SKCIITyaTalMOHHOM noxkymeHnranueii Ha AUC, a ux

COBMECTHBIC JICHCTBHS JOJDKHBI OBITh HAUPABIEHB! HCKIIOYATEHHO HA BHIIOIHEHHE CBOMX
GyHKIEOHATEHEIX 06s3aHHOCTE.




